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IVAN TIMOFEEV

SANCTIONS AGAINST RUSSIA: A LOOK INTO 2021

Introduction

By 2021, the impact of foreign restrictive measures (sanctions) on Russia had
developed a double nature. Their influence on macroeconomic indicators has
been relatively low." The COVID-19 pandemic, the global economic slump, the
drop in oil prices and related factors had a far greater impact on the Russian
economy compared to the restrictive measures imposed by foreign states. In the
past year, not a single backbone enterprise or sector in Russia has fallen under
blocking financial sanctions. There was not a single sanction event that could
have produced serious macroeconomic consequences.

On the other hand, sanctions remain a serious political risk for specific enter-
prises and businesses. They affect business ties with foreign and contractual
partners, and hinder access to foreign markets and capital, as well as individual
goods, services and technologies. Blocking sanctions and trade restrictions
against companies could inflict serious financial or reputational damage for their
owners and managers. Businesses that are geared towards exports or depend on
foreign suppliers are particularly vulnerable. The risks also include measures that
initiating countries use to enforce national sanctions regimes. These measures
include administrative fines and criminal prosecution.

In other words, the relatively low impact that sanctions have on macroeconomic
stability goes hand in hand with high risks for individual enterprises or projects.
Controlling sanctions risks remains a top priority for company management. This
is particularly relevant for the financial, energy, shipbuilding and aircraft sectors,
as well as for the military-industrial complex and any sector that is directly or
indirectly connected with technologies, dual-purpose industrial goods, etc. Addi-
tionally, sanctions risks are relevant for companies working in sanctions-affected
jurisdictions, such as Iran, North Korea, Syria, Venezuela, etc.

The purpose of the present report is to analyse and assess the key components of
the sanctions risks faced by Russian businesses within the overall global trends
of applying restrictive measures. The report is based on data on the principal
sanctions events in 2020 to early 2021. It is intended for owners and managers of
Russian companies, as well as for their foreign partners and investors. The report
should be of particular interest to those Russian government agencies that are
involved in counteracting foreign sanctions and have been charged with applying
retaliatory special economic measures.

" Back in 2019, an IMF report stated that the “weight” of sanctions in slowing down Russia’s economic growth was merely
0.2%. Oil prices, fiscal policies, financial and monetary factors played a far greater role. See: International Monetary
Fund European Department, 'Russian Federation Staff Report', 02.08.2019 // International Monetary Fund.
02.08.2019. URL: https://www.imf.org/en/Publications/CR/Issues/2019/08/01/Russian-Federation-2019-Article-IV-
Consultation-Press-Release-Staff-Report-48549
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Report Methodology

In 2020, the Russian International Affairs Council (RIAC) launched a project to
compile a new database on sanctions policies (the “Sanctions Events Database,”
SED).

An individual sanctions event constitutes a single unit of analysis. These events
include imposing, lifting or prolonging sanctions; granting exemptions from
sanctions regimes, including humanitarian exemptions; declarations on the need
to use or lift sanctions; acceding to sanctions imposed by other states, etc.

The database records the following parameters: the initiating country or interna-
tional organisation; the agency or institution that acts as the immediate source of
an event (there may be several such institutions); the targeted country or func-
tional subject (for instance, human rights, non-proliferation, terrorism, etc.) of
the event (there may also be several such countries or issues); the issue that
serves as the grounds for imposing sanctions; the nature of sanctions imposed
(blocking sanctions, trade sanctions, visa sanctions, etc.); and the law or regula-
tory act that serves as grounds for making the decisions. All these variables have
a nominal scale or an equal correlations scale. These scales cannot be ordered,
yet they do allow us to identify typical characteristics of events and assess their
attribute-based distribution.

The database also lists the number of natural persons, legal entities, aircraft
and marine vessels hit by sanctions. The assessment of an event constitutes an
important variable. The assessment is developed by using an ordinal scale, where
“1” means that the event is positive for the targeted country, its organisations or
citizens connected with the subject of the sanctions. Such events include lifting
or mitigating sanctions, granting humanitarian or other exemptions, acquittals or
court judgments on lifting sanctions. Conversely, “~1” signifies a negative event:
imposing or tightening sanctions, prolonging sanctions, launching criminal or
administrative proceedings, imposing fines, etc. Finally, “0” signifies an event
that produces no immediate harm or benefit. Such events include declarations,
statements, draft laws (but not laws themselves), recommendations, etc. Such
events have the potential to produce positive or negative results, but they do not
themselves constitute such results.

These events are ranged by date. The information is derived from event reports
by official government agencies, companies, international organisations and any
other institutions connected with a given event. Naturally, the SED cannot claim
to fully cover all possible events. It does, however, cover those events that are set
down in specific documents and reflect political decisions, actions, or the stance
of initiating and targeted countries.?

2 The SED was first described by Ivan Timofeev. “COVID-19 and the Sanctions Policy: An Attempt at Event-Analysis” //
Vestnik of St. Petersburg University, vol. 13 (2020), no. 3.

www.russiancouncil.ru
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Sanctions Policy: Global Trends
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Between January 5, 2020, and January 10, 2021, we recorded 850 sanctions
events, including sanctions against Russia and Russian individuals, as well as
restrictions against other states, natural persons and legal entities.

The United States is the most active initiating country, accounting for 449 of the
850 events, or 52.8% of the total number. The European Union also qualifies as
an active initiator of sanctions, accounting for 110 events (12.94%). However,
this number does not include events connected with the actions of individual
EU member states, which can impose their own restrictions (for instance, the
Baltic states imposed their own sanctions on Belarus), implement enforcement
measures, propose initiatives on imposing or lifting sanctions, and render certain
court judgments, to name just a few. For instance, Germany accounts for ten
such events, France for six, the Netherlands for four, and Cyprus, Denmark, Esto-
nia, Finland, Italy, Latvia, Lithuania, Luxembourg, Malta and Spain, each for one
event. Nine events are connected with the actions of several EU countries at once.
Therefore, another 39 events can be added to the activities of EU member states.
In a number of cases, the European Union’s partners have joined its sanctions
regime. These are usually Georgia, Ukraine, Moldova, North Macedonia, Albania,
etc. There were 35 such events in total within the period under consideration. In
other words, the total number of events connected with EU sanctions and the
actions of its individual member states and partner countries is 184.

Figure 1. MAIN INITIATORS OF SANCTIONS
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The United Kingdom is fairly active in this area, too. Having withdrawn from the
European Union, the United Kingdom has re-launched its own independent sanc-
tions policy. Within the period under consideration, London’s activities account
for 62 events. Switzerland and Canada account for eight events each, while Nor-
way accounts for one.

China and Russia use sanctions on a far smaller scale. China accounts for
12 events, and Russia for 16.

It is noteworthy that the United Nations accounts for only 58 events, even though
the UN Security Council is the only source of multilateral restrictive measures.
As far as the United Nations is concerned, sanctions imposed by other actors are
unilateral in nature.®

As for the targeted states, there are three key leaders here. A total of 123 events
have targeted Iran; 94 have targeted China; and 93 have targeted Russia. The “top
3” account for 310 events in total. Other conspicuous targeted states are Vene-
zuela (44 events), Belarus (33), Syria (35), North Korea (32), Cuba (23), Libya
(18), Nicaragua (19), and Turkey (17).

Iran, China and Russia account for more than a third of sanctions cases

Along with countries and their citizens and organisations, sanctions are fre-
quently imposed to cover a specific functional area. The most widespread areas
are fighting terrorism (59 events), protecting human rights (34), combatting drug
trafficking (14), and WMD non-proliferation (19).

FIGURE 2. SANCTIONS CASES PER COUNTRY
According to the data for the period from 05.01.2020 to 10.01.2021
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% Idriss Jazairy. Report of the Special Rapporteur on the Negative Impact of Unilateral Coercive Measures on the Enjoyment
of Human Rights. August 10, 2015 // United Nations Human Rights Office. UN General Assembly, p. 5.

www.russiancouncil.ru 7



IVAN TIMOFEEV

SANCTIONS AGAINST RUSSIA: A LOOK INTO 2021
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Figure 3. CHARACTER OF SANCTION EVENTS
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Of these 850 events, 514 (60.4%) are negative. That is, they involve imposing
new sanctions, prolonging restrictions already in place, using enforcement as
punishment for violating sanctions regimes, etc. A total of 205 events (24.1%)
are neutral and are, in effect, nothing more than declarations, statements, draft
laws or documents. Only 108 (12.7%) of the 850 events are positive. These
include lifting sanctions, suspending sanctions, issuing licenses, humanitarian
exemptions, and so on (another 23 events are actions undertaken by individual
persons and states targeted by sanctions).

The COVID-19 epidemic has not radically affected sanctions policies. Of the
850 events, just 22 are connected with COVID-19. Only five of them are posi-
tive and propose specific humanitarian exemptions or mitigations of the sanc-
tions regimes. Other events either boil down to declarations and statements or to
blocking individual initiatives in the United Nations on humanitarian exemptions
(as was the case, for example, with the blocking of Russia’s proposed Declaration
on Solidarity in Countering COVID-19 Pandemic.*

The following global trends thus exist.

1) The “collective West” remains the most active actor in initiating sanctions.
Western countries account for a total of 712 of the 850 sanctions events (83.7%).

2) Within that group, the United States accounts for the largest number of events.
We should also note that U.S. sanctions are bound to have a greater effect than

“ Press Release on Consideration by the UN General Assembly of a Declaration on Solidarity in Countering COVID-19
Pandemic // Permanent Mission of the Russian Federation to the United Nations. April 2, 2020.
URL: https://russiaun.ru/ru/news/pressrelease_020420
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those imposed by other countries due to its leadership in global finance and the
size of its market.

3) Russia and China are two large sanctions targets. It is difficult, however, to
label them as active sanctions initiators (together, they account for 28 events, or
just 3.29% of the total). This number may increase in the future, as the two states
are shaping the instruments and institutions of sanctions policies.

4) The share of UN sanctions appears to be rather moderate compared to the
number of unilateral measures imposed by individual Western countries and alli-
ances (58 events versus 712 events).

5) China, Belarus and Turkey are the “rising stars” among targeted states. In
2020, the number of foreign sanctions against them became quite visible com-
pared to other states targeted by sanctions.

www.russiancouncil.ru 9
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Sanctions against Russia

Restrictive measures against Russia are built on several overarching topics that
include the situation in and around Ukraine, pipeline projects, cybersecurity,
WMD non-proliferation, human rights and sanctions regimes against third coun-
tries (Venezuela, North Korea, etc.). The problem of businesses is that this is all
“big politics.” Developments here are determined by foreign political interests and
security issues. At the same time, foreign policy and international relations create
sanctions regimes that are fraught with costs and losses for businesses. Indi-
vidual companies and sectors find it extremely difficult, and sometimes impos-
sible, to manage this risk. However, in order to reduce the costs, it is important
to understand the essence of a particular risk and its key development trends.

We can distinguish 93 sanctions events thattook place overthe period under con-
sideration (2020 to early 2021). Most frequently, the sanctions were initiated by
the United States (47 of the 93 events), followed by the European Union with 22.
We can also add the actions of individual EU member states, such as Germany
(six events) and Finland, Estonia and Latvia (one event each). One event was
jointly performed by Germany, France and the United Kingdom. In addition, four
events were carried out by the European Union’s partners (including Georgia
and Ukraine), joining the sanctions. We thus have a total of 36 events initiated by
the European Union, its individual member states and partner countries as part
of the EU sanctions regime. The United Kingdom accounts for eight events, and

Figure 4. INITIATORS OF SANCTIONS AGAINST RUSSIA
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Switzerland and Ukraine account for one each. Thus, the United States and
the European Union initiated the overwhelming majority of sanctions events
against Russia.

Ukrainian Sanctions Package

Most of the sanctions events are in one way or another connected with the Ukrai-
nian crisis (44 events out of 93). There are a number of explanations for this.
First, a large group of countries (41 in total) were involved in the introduction
of sanctions against Russia. Second, these sanctions are among the longest-
running regimes of restrictive measures. Third, the overwhelming majority of
Russian citizens who have been hit by sanctions have been blocked or put on
other sanctions lists on the grounds of this particular sanctions package. These
reasons produce a large number of routine actions of various organisations in the
initiating states. However, we should not be misled by the seemingly large num-
ber of sanctions. There have been no radical changes in Ukraine-related sanc-
tions over the past year. We are talking about the prolongation of sanctions that
have already been in place.

In some cases, these events are connected with Russian citizens filing law-
suits to have their names removed from sanctions lists (mostly, these law-
suits proved fruitless). Examples include the legal attempts of Russia’s VTB®
and Rosneft® to have EU sectoral sanctions against them lifted: Boris Rotenberg’s
suit against several European banks;” Viktor Vekselberg’s litigative attempts to
unfreeze his Swiss assets;® and the suit filed by Vekselberg’s Lamesa Invest-
ment Ltd. against the UK’s Cynergy Bank.® Court proceedings continue in Oleg
Deripaska’s lawsuit against the top management of the United States Depart-
ment of the Treasury (USDT).' Sanctions against these plaintiffs were directly
or indirectly connected with the Ukraine-related sanctions against Russia. The
paradox is that the plaintiffs themselves frequently have nothing to do with the
events in and around Ukraine. They were placed on sanctions lists for political
reasons, such as “ties” with the Russian government or their significance for the
Russian state. However, in all of these cases, legal acts related to the Ukrainian
crisis were used as grounds for inclusion in the sanctions lists.

5 Judgment of the Court (Seventh Chamber), 25 June 2020 // CURIA - Documents. 25.06.2020.

URL: http://curia.europa.eufjuris/document/document jsf?text=&docid=227736&pagelndex=0&doclang=EN&mode=Ist&d
ir=&occ=first&part=1&cid=6739836

Judgment of the General Court (Sixth Chamber), 13 September 2018 // CURIA - Documents. 13.09.2018.

URL: http://curia.europa.eufjuris/document/document jsf?text=8docid=205646&pagelndex=0&doclang=EN&mode=Ist&d
ir=&occ=first&part=1&cid=741105

Press Release: Boris Rotenberg's Lawsuit Against Banks Dismissed (in Finnish: Tiedote: Boris Rotenbergin kanne pankkeja
vastaan hylattiin) / The District Court of Helsinki. 26.11.2020. URL: https://oikeus.filkarajaoikeudet/helsinginkarajaoikeus/
filindex/tiedotteet/2020/01/tiedoteborisrotenberginkannepankkejavastaanhylattiin.html

Riickschlag fiir Vekselberg — Vermégen bleibt eingefroren // WIRTSCHAFT. 03.12.2020.
URL: https://www.tagesanzeiger.ch/rueckschlag-fuer-vekselberg-vermoegen-bleibt-eingefroren-904953607498

Appeal No: A4/2019/2463, Case No: 1236/5/7/15, Hearing date: 16th June 2020 // England and Wales Court of Appeal
(Civil Division) Decisions. 30.06.2020.
URL: https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWCA/Civ/2020/821 html&query=(lamesa)

10 lvan Timofeev. “Deripaska v. Mnuchin and Gacki”: Political Implications // Valdai Discussions Club. 07.07.2020.
URL: https://valdaiclub.com/a/highlights/deripaska-v-mnuchin-and-gacki/

>
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Several sanctions events in the “Ukrainian package” reflect the investigations
conducted by the USDT into violations of U.S. sanctions regimes. These investi-
gations included identifying possible sanctions violations by foreign companies,
for instance, Swedbank, Frequency Electronics,’? and Airbnb,™ or completed
investigations followed by fines (Deutsche Bank Trust Companies America,™
BitGo™). The USDT and other agencies are actively working towards forcing pri-
vate business to comply with the sanctions legislation. The information at the
disposal of the Russian International Affairs Council demonstrates that in 2020,
the USDT fined 17 companies under all sanctions regimes. They paid a total of
USD 24.5 million. However, this past year turned out to be relatively benign. In
2019, fines imposed on 25 companies totalled USD 1.288 billion. The largest
fines were paid by the UK’s Standard Chartered (USD 657 million)' and Italy’s
UniCredit (USD 611 million)."

We should also note the criminal proceedings initiated filed in response to viola-
tions of the EU and U.S. sanctions regimes. For example, two Russian citizens
were charged in Germany with violating the EU sanctions regime and supplying
dual-purpose goods to Russia.” In the United States, Gabriele Villone, an Italian
national, was sentenced to 28 months in jail for his role in supplying turbines
to Russia in circumvention of the U.S. sanctions regime." Russian nationals
Oleg Nikitin (the head of Russia’s KS Engineering) and Anton Cheremukhin (an
employee at the same company) are defendants in that criminal case. Another
Russian national and two nationals of Bulgaria are defendants in a criminal case
for attempting to violate the sanctions regime and supply radiation-resistant
chips to Russia.

The situation around Donbass has stabilised over the past year, and if the con-
flict does not escalate again, we should not expect a large-scale expansion of
sanctions regime. Still, there are no guarantees against that, and consequently
we cannot say with absolute certainty that new sanctions will not be imposed.

" Press Release, 11 March 2020: Swedbank Notifies OFAC of Potential Sanction Violations // Cision. 11.03.2020.
URL: https://mb.cision.com/Main/67/3056878/1209269.pdf
2 OFAC Investigating Frequency Electronics over Potential Sanctions Breaches // EU Sanctions. 07.09.2020. URL: https:/
www.europeansanctions.com/2020/09/ofac-investigating-frequency-electronics-over-potential-sanctions-breaches/
' Airbnb, Inc: Form S-1 Registration Statement Under the Securities Act of 1933, as filed with the Securities and Exchange
Commission on November 16, 2020 // the Securities and Exchange Commission. 16.11.2020.
URL: https:/lwww.sec.gov/Archives/edgar/data/1559720/000119312520294801/d81668ds1.htm
' Enforcement Release: September 9, 2020 // U.S. Department of the Treasury. 09.09.2020.
URL: https://home.treasury.gov/system/files/126/20200909_DBTCA.pdf
' Enforcement Release: December 30, 2020 // U.S. Department of the Treasury. 30.12.2020.
URL: https://home.treasury.gov/system/files/126/20201230_bitgo.pdf
' Enforcement Information for April 9, 2019 // U.S. Department of the Treasury. 09.04.2019.
URL: https://home.treasury.gov/system/files/126/20190408_sch_webpost.pdf

" Enforcement Information for April 15, 2019 // U.S. Department of the Treasury. 15.04.2019.
URL: https://home.treasury.gov/system/files/126/20190415_uni_webpost.pdf

'® Staatsschutzverfahren gegen zwei Deutsche wegen mutmaBlicher VerstoRe gegen das Russland-Embargo // Hamburger
Justiz. 08.12.2020. URL: https://justiz.hamburg.de/pressemitteilungen/14751402/pressemitteilung-2020-12-08-0lg-01/

' ltalian National Sentenced to Federal Prison for Attempting to Evade U.S. National Security Trade Sanctions // U.S.
Department of Justice. 18.06.2020. URL: https://www.justice.gov/usao-sdgalpriitalian-national-sentenced-federal-prison-
attempting-evade-us-national-security-trade

 International Trio Indicted in Austin for lllegal Exports to Russia // U.S. Department of Justice. 18.12.2020.

URL: https://www.justice.gov/opa/pr/international-trio-indicted-austin-illegal-exports-russia
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The very fact that the sanctions are in place presents risks for individual com-
panies, their owners, managers and employees. This applies both to Russian
companies and their foreign partners. A large number of Ukraine-related sanc-
tion events are negative (32 out of 44), six events are neutral, and six can be
described as positive — although the positive events do not radically change the
overall picture. For example, three events are connected with OFAC prolonging its
general license for GAZ Group.?' In one event, the UK’s sanctions regulator OFSI
(the Office of Financial Sanctions Implementation) issued a license for interacting
with Crimean sea ports.?? The most striking event here is the lawsuit filed by the
United States’ Exxon Mobil against the USDT, which resulted in a USD 2-million
fine for signing contracts with Russia’s Rosneft being set aside.?

Sanctions against Nord Stream 2

The project to build an international gas pipeline from Russia to Germany came
under heavy pressure from the United States last year. The legislative foundations
for imposing sanctions on Russia’s pipeline projects had started to take shape a
while ago, back in 2014-2017. In 2019, Congress passed the Protecting Europe’s
Energy Security Act (PEESA) as part of the National Defense Authorization Act
for Fiscal Year 2020.% The Act prohibited supplying pipelaying vessels. Since the
U.S. legislation is extended to foreign companies as well, this act forced several
companies to withdraw from the project. The most painful consequence of the
act was the exit of Switzerland’s AllSeas and its pipelaying ships.

Late last year, PEESA was expanded as part of the National Defense Authoriza-
tion Act for Fiscal Year 2021.25 Now the restrictions extend to insurance ser-
vices, modernisation and equipment for pipelaying ships (since Russia managed
to adapt its Akademik Chersky and Fortuna for the needs of the Nord Stream 2
project), as well as to the certification of the pipeline.

The United States Executive Branch also took certain individual measures against
Nord Stream 2. For instance, in July 2020, the U.S. Department of State abol-
ished its regulations exempting Nord Stream 2 and the second line of the Turkish
Stream from Article 232 of CAATSA (2017).28 In October, the Department of State
also extended PEESA interpretation, before the amendments introduced as part
of the National Defense Authorization Act for Fiscal Year 2021 even entered into

2 Issuance of Venezuela-Related General License 5F and Amended Frequently Asked Question; Issuance of Ukraine-
Related General Licenses 13P and 15J // U.S. Department of the Treasury. 23.12.2020.
URL: https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20201223_33

2 General licence — INT/2020/059 // Office of Financial Sanctions Implementation. HM Treasury. 26.01.2021.
URL: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_datafile/949118/
General_licence_-_INT.2020.059_-_Publication_Notice.pdf

 |van Timofeev. Exxon Mobil Broke the Pattern // Kommersant. 31.01.2020. URL: https://www.kommersant.ru/doc/4241115

% §.1790 - National Defense Authorization Act for Fiscal Year 2020 // U.S. Congress. 20.12.2019.
URL: https://www.congress.gov/bill/116th-congress/senate-bill/1790/text

% H.R. 6395 (116th): National Defense Authorization Act for Fiscal Year 2021 // GovTrack. 15.12.2020.
URL: https://www.govtrack.us/congress/bills/116/hr6395/text

% CAATSA/CRIEEA Section 232 Public Guidance // U.S. Department of State. 26.01.2021.
URL: https://www.state.gov/caatsa-crieea-section-232-public-guidance/

www.russiancouncil.ru
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force.?” The sanctions can now be extended not only to companies supplying
pipelaying vessels, but also to companies modernising those ships.

The European Union and German authorities periodically protest against the U.S.
sanctions. Germany has also adopted the decision to establish a special founda-
tion to complete Nord Stream 2.2 However, these protests and actions have not
changed the political course of the United States thus far. PEESA amendments
require the United States to consult with their European allies before introducing
sanctions. But this mechanism does not essentially change anything. In January
2021, the United States started imposing sanctions against the participants of
the Nord Stream 2 project. The Forfuna vessel and its owner, KVT-Rus, were
hit by blocking sanctions.2® Some foreign companies are withdrawing from the
project because of the threat of sanctions. Switzerland’s Zurich Insurance is a
prime example.®® Additionally, Germany’s Bilfinger, an engineering company, was
reported to have pulled out of the project.®!

We can identify at least ten sanctions events related to Nord Stream 2 over the
period under consideration. Itis highly likely that their number will be even higher
in 2021 due to the United States imposing sanctions against individual persons,
or to individual companies withdrawing from the project.

Election Interference and Cybersecurity

Our 2020 forecast predicted increased sanctions risks in connection with the
U.S. presidential elections and the aggravation of the issue of election interfer-
ence.® Before the elections, Congress proposed two bills on introducing sanc-
tions related to “interference.” On September 30, 2020, a bill was submitted to
the House of Representatives that was essentially a new version of the previously
adopted DETER Act.®® This was followed by the submission of another bill, the
SECURE Act, on October 1.3 However, these projects were not taken further. The
elections themselves did not escalate the “interference” problem in U.S.-Russia

7 Notice of Department of State Public Guidance for the Protecting Europe’s Energy Security Act (PEESA) // Federal
Register. 05.11.2020. URL: https://www.federalregister.gov/documents/2020/11/05/2020-24579/notice-of-department-of-
state-public-guidance-for-the-protecting-europes-energy-security-act-peesa

% Northern German State Plans Foundation to Help Complete Nord Stream 2 Gas Link // Reuters. 06.01.2021.
URL: https://www.reuters.com/article/uk-germany-nordstream-foundation/northern-german-state-plans-foundation-to-
help-complete-nord-stream-2-gas-link-idUKKBN29B1G7?edition-redirect=uk

® Issuance of Counter Terrorism General Licenses and related FAQs; Counter Terrorism Designations; Venezuela-related
Designations; CAATSA - Russia-related Designations; Yemen-related Designations Updates // U.S. Department of the
Treasury. 19.01.2021. URL: https:/home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210119

% Bloomberg Learns of Withdrawal of Nord Stream 2 Insurance Company because of U.S. Sanctions // Forbes. 16.01.2021.
URL: https://www.forbes.ru/newsroom/biznes/418707-bloomberg-uznal-o-vyhode-strahovshchika-severnogo-potoka-2-iz-
proekta-iz-za

* Bild Reports Germany'’s Bilfinger SE Withdrawing from Nord Stream 2 // Interfax. 19.01.2021.
URL: https://www.interfax.ru/world/745872

% Sanctions Against Russia: A Look into 2020. Report 51/2020 / [Ivan Timofeev, Viadimir Morozov, Yulia Timofeeva]; Russian
International Affairs Council (RIAC). Moscow: RIAC NCP, 2020. P.8.
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relations. President Trump’s Executive Order No. 13648 of September 12, 2018,
obliges the Director of National Intelligence to prepare a report on foreign inter-
ference no later than 45 days after the elections.®® Such a report had already been
prepared after the 2018 mid-term congressional elections. No interference had
been discovered back then. While the media continues to dwell on the topic of
election interference, it is not likely to result in any large-scale sanctions against
Russia. At least not any of the measures envisioned in the DASKA and DETER
acts, which include restrictions against Russia’s sovereign debt, blocking sanc-
tions against leading banks, restrictions on supplying equipment to the Russian
energy sector, etc.

At the same time, another crisis is brewing between the United States and Russia
in connection with cybersecurity issues. The United States reported a large-scale
hacking attack against the information systems of government agencies. The
U.S. media reported that the attack had allegedly been perpetrated by “hackers
connected with Russia.”® However, Washington has not officially accused Mos-
cow of anything yet, which does not mean such accusations will not be made in
future.

The United States has already developed a solid legal framework that allows for
the swift introduction of sanctions against individuals and organisations in con-
nection with cybersecurity issues. Such sanctions were used four times against
Russia in 2020. Blocking financial sanctions were imposed against eight legal
entities and 14 natural persons. In 2020, the European Union also imposed
cybersecurity-related sanctions against Russia, specifically against a department
of the Main Intelligence Directorate of the General Staff of the Armed Forces of
the Russian Federation and two of its employees for an alleged hacker attack on
Bundestag servers.®” This practice is highly likely to continue, although targeted
sanctions are unlikely to do much damage to the Russian economy.

Over the period under consideration, we can identify a total of at least nine sanc-
tions events related to cyber issues and election interference.

Human Rights, WMD Non-Proliferation and the Navalny Case

Unilateral sanctions for human rights abuses are a permanent feature of U.S.-
Russia relations. These sanctions are based on the 2012 Magnitsky Act® and the
2016 Global Magnitsky Human Rights Accountability Act.*® As a rule, they involve
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blocking financial and visa sanctions against individual persons who, in the opin-
ion of the U.S. government, are involved in human rights violations. For exam-
ple, in December 2020, blocking sanctions were imposed against five Russian
citizens connected with Head of the Chechen Republic Ramzan Kadyrov,*® who
himself had been under blocking sanctions since December 2017. In July 2020,
the U.S. Department of State added visa sanctions.*' The USDT also imposed
blocking sanctions against five legal entities: the Akhmat Martial Arts Club, Abso-
lute Championship Akhmat promotion company, Chechen Mineral Waters and
MegaStroyInvest.

The European Union also developed a sanctions mechanism for issues connected
with human rights. On December 7, 2020, the Council of the European Union
adopted Decision 2020/1999.2 We can suppose that this mechanism will be
used against Russian persons as well, although such sanctions will not produce
a major macroeconomic effect.

One of the central reasons for imposing sanctions within the period under con-
sideration was the so-called Navalny Case — the exacerbation of Russia’s rela-
tions with the West (in particular Germany) following the poisoning of Russian
politician Alexei Navalny. The case is at the junction of human rights and WMD
non-proliferation issues.

Germany claims, and its allies agree, that Navalny had been poisoned with a
chemical warfare agent from the Novichok group. Consequently, on October 15,
2020, blocking and visa sanctions were imposed against six high-ranking Rus-
sian officials and one research institute.** The decision was made on the basis of
the legal mechanism developed after the 2018 Skripal Case (EU Council Decision
2018/1544 of 2018*). The United States has not imposed sanctions in connec-
tion with the Navalny Case, but it is only a matter of time. Washington could use
the Chemical and Biological Weapons Control and Warfare Elimination Act of
1991 that had previously been invoked in connection with the Skripal Affair: in
2019, Donald Trump signed off on Executive Order No. 13883, which imposed
restrictions on transactions involving Russian sovereign debt nominated in a
foreign currency, prohibited the IMF from providing assistance to Russia, and
introduced a number of trade restrictions.*
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Congress had already demanded that the administration investigate the Navalny
Case and impose sanctions against Russia.*® The case also prompted U.S. sena-
tors to sponsor a bill entitled “Holding Russia Accountable for Malign Activities.”*”
The bill, in particular, proposes blocking and visa sanctions against Russian offi-
cials. Thus far, this bill has not become law. Developments around the Navalny
Case will inevitably return to the issue of human rights-related sanctions. In 2020,
at least 11 sanctions events were connected with the Navalny Case.

“ H.Res.1145 - Condemning the Poisoning of Russian Opposition Leader Alexei Navalny and Calling for a Robust United
States and International Response // U.S. Congress. 23.09.2020. URL: https://www.congress.gov/bill/116th-congress/
house-resolution/1145/text?q=%7B%22search%22%3A%5B%22Russia%22%5D%7D&r=3&s=2

“7 ABIll to Impose Sanctions with Respect to Officials of the Government of the Russian Federation Complicit in the Poisoning
of its Citizens for Political Motives, and for Other Purposes // Senator Chris Coons Official Site. 26.01.2021.
URL: https://www.coons.senate.gov/imo/media/doc/09.24.2020%20Russia%20bill. pdf

www.russiancouncil.ru

SANCTIONS AGAINST RUSSIA



IVAN TIMOFEEV

SANCTIONS AGAINST RUSSIA: A LOOK INTO 2021

Other Sanctions Regimes: China, Venezuela,
Libya and Syria

Russian companies also risk facing U.S. coercive measures and secondary
sanctions for violating American sanctions regimes. Last year saw relatively few
such cases. The risk itself, however, remains and requires that Russian players
display caution in working with jurisdictions placed under sanctions.

The most publicised events involve the USDT blocking two subsidiaries of
Rosneft for allegedly cooperating with Venezuelan oil company PdVSA, which is
under U.S. blocking sanctions. Rosneft Trading and its head Didier Casimiro were
put on the USDT’s SDN list in February 2020.*8 In March 2020, TNK Trading was
put on the same list.*

The European Union imposed blocking and visa sanctions on the Russian
businessman Yevgeny Prigozhin for alleged violations of the Libyan weapons
embargo.®

The U.S. Department of State put one Chinese and three Russian companies
on the list of entities with which the U.S. government authorities are prohibited
from conducting transactions. Reasons cited included the alleged violations by
these companies of sanctions against North Korea and Syria.’' The United States
has significantly toughened its Syria-related sanctions legislation, in particular,
through the introduction of the so-called Caesar Act (the Caesar Syria Civilian
Protection Act of 2019). The new legislation significantly increases the risk of
secondary U.S. sanctions against foreign companies working in Syria.*?

In2020, the number of U.S. sanctions actions against Chinaincreased significantly.
The United States accounts for 82 (or 87.2%) of 94 China-related sanctions
events. Restrictive measures against China are the subject of a separate study.
In this regard, Russia is affected by new U.S. trade sanctions against “military
end-users” (MEUs). Under these sanctions, a license is needed from the U.S.
Department of Commerce to export U.S. technology to companies it believes may
be associated with the military-industrial sector. China, Russia and Venezuela
are defined as targeted countries. In December 2020, the U.S. Department of
Commerce put 58 Chinese and 45 Russian companies and enterprises on the
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OTHER SANCTIONS REGIMES:

CHINA, VENEZUELA, LIBYA AND SYRIA

MEU list.*® Of course, sanctions against Russian nationals stand on their own
and are not connected exclusively with sanctions against China. However, U.S.
documents on the matter see China and Russia equally as the key threat to U.S.
security. Consequently, individual sanctions regimes against China can also be
applied against Russia, and vice versa. Such regimes make foreign partners
of Russian companies and organisations rather jumpy. A clear example of this
was the refusal of Softline (a Microsoft distributor) to sell software to Bauman
Moscow State Technical University.

% Commerce Department Will Publish the First Military End User List Naming More Than 100 Chinese and Russian
Companies // U.S. Department of Commerce. 21.12.2020. URL: https://www.commerce.govinews/press-releases/2020/12/
commerce-department-will-publish-first-military-end-user-list-naming
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The sanctions policy against Russia has been stabilising for the second year run-
ning. There has been no significant escalation of sanctions. At the very least, the
current sanctions events have not affected Russia’s macroeconomic situation in
any significant manner, nor have they produced any noticeable market fluctua-
tions in and of themselves. New causes for sanctions, such as the Navalny Affair
or incidents in the digital environment, generate political tensions and warning
sanctions from the United States and the European Union against individual Rus-
sian nationals. Such measures, however, do not affect the economy as a whole.
The attack on Nord Stream 2 resulted in the project being delayed, but not aban-
doned.

At the same time, Russia’s relations with its Western opponents remain tense.
They are vulnerable to new crises and subsequent sanctions. “Draconian sanc-
tions” will not be imposed against Russia without a serious political reason. How-
ever, a sudden and dramatic escalation in relations, with a qualitative increase in
sanctions pressure, cannot be ruled out. This is not the base scenario, but, given
the current political situation, it cannot be ruled out either.

The sanctions risk is relevant for Russia from the point of view of individual
companies, projects and sectors. Multiple sanctions regimes are implemented
routinely with periodical spikes against the background of Russia’s political dis-
agreements with the West or as a deferred effect of crises that have already
passed.

Russian companies and economic sectors have limited capabilities when it
comes to controlling sanctions risks. We can see from experience that there is
little chance that the courts in the United States, the European Union and other
countries will lift the sanctions. It is possible to have them abolished administra-
tively (by applying to the relevant agencies in the states that had initiated these
sanctions), but this would require much time, and there is no guarantee that it
will be successful. In some cases, such applications are impossible for political
reasons.

Judging by the data we have looked at, it would seem that Russian companies
and their foreign partners have learned to work with sanctions risks rather care-
fully. However, the instances of administrative and criminal proceedings against
and involving Russian nationals still exist. The legislative and enforcement prac-
tices of initiating countries should be studied with the utmost care and atten-
tion. This is particularly important when working in jurisdictions that are under
sanctions. The expansion of sanctions against several countries, such as China,
Turkey, Belarus, Iran, Syria, etc., as well as against persons associated with them,
also need to be taken into account.

The trend for overcompliance with the sanctions legislation of the United States,
European Union, United Kingdom and other initiators continues. Partners of
Russian companies may avoid transactions even in cases where they are not

Report 65 / 2021



subject to sanctions. Russian companies and organisations need to understand
the mechanism of the sanctions policy as, among other things, an element of
preparation for talks with their partners.

Increasing sanctions pressure on China from the United States will not distract
Washington from Russia. The two sanctions regimes can easily co-exist. There
are no prerequisites for mitigating the sanctions regimes against Russia.

The relevant Russian agencies should continue their course towards the gra-
dual and “soft” de-dollarisation of the Russian economy, the development of the
national payment system, the honing of the use of special economic measures
(counter-sanctions), and interaction between the government authorities, busi-
ness and the expert community on the issue of sanctions.

It is necessary to develop international coordination on adapting to sanctions
risks. This requires, first of all, Russia and China developing dialogue and com-
mon practices on the issue.

Given that the United States, the European Union, the United Kingdom and several
other countries are expanding their sanctions practices, it would be a good idea
to work out, both politically and technologically, the issue of a single payment
system in the EAEU and the SCO formats.
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